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Central Intelligence Agency
Washington, D.C. 20505

16 December 1986

Executive Director y
Exoitive Registiy |
s 8

NOTE FOR: CI staff

ATTENTION: | | STAT
c/cq STAT
FROM: STAT
XD1t
SUBJECT: Terms of Reference for 1987 %
National Assessment of the
Hostile Intelligence Threat
and US Countermeasures
The attached is forwarded to you
for action and appropriate followup.
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The Director of Central Inteilgence , 3

Washington, D.C. 20505

Intelligence Community Staff

0CI/1CS-86-0972
11 December 1986

MEMORANDUM FOR: Distribution

25X1

FROM:

Uirector, Comunity Counterintelligence
and Security Countetrmeasures Staff

SUBJECT: Terms of Reference for 1987 National Assessment of the
Hostile Intelligence Threat and US Countermeasures (v)

REFERENCE Hostile Intelligence Services Threat and United States 25X1
- Countermeasures dated September 1986 (U)

1. The referenced study is the most recent in a series of annual
assessments prepared in response to National Security Decision Directive 2
dated 12 January 1982. The assessments enable the National Security Councitl
and the President to view the hostile intelligence threat broadly, especially
the interaction of different hostile collection systems, and to develop and
maintain an integrated counterintelligence and security countermeasures
program. (C)

2. It is time now to initiate the process for producing the next national
assessment. Attached are the draft terms of reference (TOR) and the proposed
publication schedule for the 1987 version. Please review them and furnish
comments to my office during the month of December. We would also appreciate
your naming a point of contact to participate in a meeting on the draft TOR
which we have scheduled for 1400 on 6 January 1987 in Room 1036 Ames Buildina,
Rosslyn, Virginia. (U) e T T o

3. We have chosen a later cut-off date for this year's contributions to
keep the information base for the final published assessment as current as
possible. We would appreciate receiving portions of contributions which are
not particularly time sensitive in advance of the cut-off date if at all
possible. They can be updated in the drafting process, and early receipt will
help us to keep to the publication schedule. (U)

25X1

Regrade Confidential when ceparated
from SECRET attachment
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4. Please address questions concerning the TOR to

of mv staff. Thev can be reached as followse |

Please furnish the names of your point of contact and meeting
attendee(s) to|
SI/TK clearances should be passed tol » via the CIA Compartmented
Information Branch,
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The Honorable William H. Webster
Director, Federal Bureau of Investigation
Room 7176 FBI Headquarters

The Honorable Donald C. Latham
Assistant Secretary of Defense (C3I)
Room 3E172 Pentagon

Mr. Craig Alderman, Jr.
Deputy Under Secretary of Defense for Policy
Room 2E812 Pentagon

Lieutenant General Richard A. Burpee, USAF
Director J-3 (Operations)

Joint Chiefs of Staff

Room 2D874 Pentagon

Lieutenant General William E. Odom, USA
Director, National Security Agency
Room 9A192 National Security Agency

Lieutenant General Leonard H. Perroots, USAF
Director, Defense Intelligence Agency
Room 3E258 Pentagon

Lieutenant General Sidney T. Weinstein, USA
Assistant Chief of Staff for Intelligence
Department of the Army

Room 2E466 Pentagon

Rear Admiral W. 0. Studeman, USN
Director of Naval Intelligence
Room 5C572 Pentagon

Brigadier General Richard S. Beyea, Jr., USAF
Commander, Air Force Office of Special Investigations
Building 626, Bolling Air Force Base

Colonel Walter J. Breede, USMC

Deputy Director of Intelligence

United States Marine Corps

Room 3233 Navy Annex, Federal Building No. 2

Commander John Williams

G-0IS

United States Coast Guard

Room 3208 Coast Guard Headquarters
2100 2nd Street, SW

Washington, D.C. 20593
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Executive Director
Central Intelligence Agency
Room 7E12 Headquarters

Mr. Francis J. McNeil

Acting Director, Bureau of Inte111gence and Research
Department of State

Room 6531 Main State

Ms. Mary C. Lawton

Counsel for Intelligence Policy

Office of Intelligence Policy and Review
Department of Justice

Room 6325 Main Justice v

Mr. Douglas P. Mulholland
Special Assistant to the Secretary
(National Security)
Department of the Treasury -
Room 2049 Main Treasury

Mr. Robert Gallagher

Office of Intelligence Liaison
Department of Commerce

Room 6854 Main Commerce

Mr. Martin J. Dowd

Acting Director, Office of Safequards and Security
Department of Energy

DP-34.1, Room £369 Germantown

Mr. Steven Garfinkel
Director, Information Security Oversight Office
Room 6046 GSA Headquarters

Chairman, DCI Information Handling Committee
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- . SECRET

TERMS OF REFERENCE FOR 1987 NATIONAL ASSESSMENT OF THE
S INTELLIGEN HREAT AND US COUNTERMEASURES

A11 contributions to this year's national assessment should be prepared as
new statements that stand alone and provide complete, current, and accurate
pictures of the subject addressed. They should not deal only with changes

that have occurred since the previous-assessment. Graphics may be included if
they contribute to the clarity of the presentation.

As indicated on the schedule appended to these terms of reference, the
cut-off date for information and inputs to the assessment is 1 June 1987.
This should make the information used ds the basis for this year's assessment
as current as possible at the time of publication. Inputs can be updated
throughout the drafting process. Early submissions would be very much
appreciated. : .

An executive summary of the assessment will be published separately. It
will contain principal findings and recommendations, as well as a status
report on the implementation of the principal findings of the following two
reports published in 1986: the President's Report to the Congress on the
Nation's Counterintelligence and Security Countermeasures Plans, Programs, and
Capabilities, dated September 1986; and the report of the Select Committee on
InteTTigence of the United States Senate (SSCI) entitled Meeting the Espionage
Challenge: A Review of United States Counterintelligence and Security
Programs, dated 7 October 1986.

I. OVERVIEW

A. Authority and Scope

This section will review the authority to conduct the assessment and
describe the assessment's scope and purpose.

B. Previous Assessment, President's Report, and SSCI Report

Please report on the status of principal issues and problems
highlighted in the previous assessment that apply to your organization. A
status report on the concerns reflected in the reports by the President and
the SSCI mentioned above will be compiled by this office. It will based on
inputs from the Interagency Group for Counterintelligence (IG/CI); the
Interagency Group for Countermeasures (Policy) [IG/CM(P)]; and the Interagency
Group for Countermeasures (Technical) [I1G/CM(T)].

C. Principal Findings

This section will summarize the principal findings derived from the
sections which follow. It will describe succinctly the foreign intelligence
threat and measures taken or planned by US agencies with responsibilities in
tne areas of counterintelligence and/or security countermeasures to neutralize
the activities of hostile intelligence services.

SECRET

Sanitized Copy Approved for Release 2011/02/24 : CIA-RDP88G01116R000200210006-1



Sanitized Copy Approved for Release 2011/02/24 : CIA-RDP88G01116R000200210006-1

0\0

<

Next 4 Page(s) In Document Denied

Q"’Q?

Sanitized Copy Approved for Release 2011/02/24 : CIA-RDP88G01116R000200210006-1

25X1 |




Sanitized Copy Approved for Release 2011/02/24 : CIA-RDP88G01116R000200210006-1

:  UNCLASSIFIED .

DRAFT AND PUBLICATION SCHEDULE
NATTON N
—OF THE
HOSTILE INTELLIGENCE THREAT AND US COUNTERMEASURES

4

Draft TOR distributed December 1986

TOR meeting and final TOR distribution January 1987

Community inputs due - 1 June 1987
Initial draft out 17 August 1987
Community comments due 16 September 1987
Coordinaticn draft out 2 October 1987
Community comments due 16 October 1987
Final draft out ' 2 November 1987
Pub]icatién 30 November 1987
UNCLASSIFIED
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SECRET
The Director of Central Intelligence
Washington, D.C. 20505

Intelligence Community Staff

DCI/ICS-86-0972
11 December 1986

MEMORANDUM FOR: Distribution

25X1

FROM:

Director, Comunity Counterintelligence
and Security Countermeasures Staff

SUBJECT: Terms of Reference for 1987 National Assessment of the
Hostile Intelligence Threat and US Countermeasures (V)

REFERENCE Hostile Intelligence Servires Threat and United States 25X1
Countermeasures dated September 1986 (U)

1. The referenced study is the most recent in a series of annual
assessments prepared in response to National Security Decision Directive 2
dated 12 January 1982. The assessments enable the National Security Council
and the President to view the hostile intelligence threat broadly, especially
the interaction of different hostile collection systems, and to develop and
maintain an integrated counterintelligence and security countermeasures
program. (C)

2. It is time now to initiate the process for producing the next national
assessment. Attached are the draft terms of reference (TOR) and the proposed
publication schedule for the 1987 version. Please review them and furnish
comments to my office during the month of December. We would also appreciate
your naming a point of contact to participate in a meeting on the draft TOR
which we have scheduled for 1400 on 6 January 1987 in Room 1036 Ames Building,
Rosslyn, Virginia. (U)

3. We have chosen a later cut-off date for this year's contributions to
keep the information base for the final published assessment as current as
possible. We would appreciate receiving portions of contributions which are
not particularly time sensitive in advance of the cut-off date if at all
possible. They can be updated in the drafting process, and early receipt will
help us to keep to the publication schedule. (V)

25X1

DCi
. . EXEQ
Regrade Confidential when separated R&G

from SECRET attachment
[5-318-1I

SECRET
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4, Please address questions concerning the TOR to| | 25X1
| | of my staff. They can be reached as follows:] 25X1
| . 25X1

PTease furnish the names Of your poINT OT CONTACT and meeting 25X1
L‘Effémﬁﬁis) t | _25X1
SI/TK clearances should he nacced to| via the CTA Comnartmented Lo

Information Branch,
25X1

Attachment:
a/s
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The Honorable William H. Webster
Director, Federal Bureau of Investigation
Room 7176 FBI Headquarters

The Honorable Donald C. Latham
Assistant Secretary of Defense (C3I)
Room 3E172 Pentagon

Mr. Craig Alderman, Jr.
Deputy Under Secretary of Defense for Policy
Room 2E812 Pentagon

Lieutenant General Richard A. Burpee, USAF
Director J-3 (Operations)

Joint Chiefs of Staff

Room 2D874 Pentagon

Lieutenant General William E. Odom, USA
Director, National Security Agency
Room 9A192 National Security Agency

Lieutenant General Leonard H. Perroots, USAF
Director, Defense Intelligence Agency
Room 3E258 Pentagon

Lieutenant General Sidney T. Weinstein, USA
Assistant Chief of Staff for Intelligence
Department of the Army

Room 2E466 Pentagon

Rear Admiral W. 0. Studeman, USN
Director of Naval Intelligence
Room 5C572 Pentagon

Brigadier General Richard S. Beyea, Jr., USAF
Commander, Air Force Office of Special Investigations
Building 626, Bolling Air Force Base

Colonel Walter J. Breede, USMC

Deputy Director of Intelligence

United States Marine Corps _

Room 3233 Navy Annex, Federal Building No. 2

Commander John Williams

G-01S

United States Coast Guard

Room 3208 Coast Guard Headquarters
2100 2nd Street, SW

Washington, D.C. 20593
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25X1

Executive Director
Central Intelligence Agency
Room 7E12 Headquarters

Mr. Francis J. McNeil

Acting Director, Bureau of Intelligence and Research
Department of State

Room 6531 Main State

Ms. Mary C. Lawton

Counsel for Intelligence Policy

Office of Intelligence Policy and Review
Department of Justice

Room 6325 Main Justice

Mr. Douglas P. Mulholland

Special Assistant to the Secretary
(National Security)

Department of the Treasury

Room 2049 Main Treasury

Mr. Robert Gallagher

Office of Intelligence Liaison
Department of Commerce

Room 6854 Main Commerce

Mr. Martin J. Dowd

Acting Director, Office of Safeguards and Security
Department of Energy

DP-34.1, Room E369 Germantown

Mr. Steven Garfinkel
Director, Information Security Oversight Office
Room 6046 GSA Headquarters
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UNCLASSIFIED

Sanitized Copy Approved for Release 2011/02/24 : CIA-RDP88G01116R000200210006-1



Sanitized Copy Approved for Release 2011/02/24 : CIA-RDP88G01116R000200210006-1
) SECRET

TERMS OF REFERENCE FOR 1987 NATIONAL ASSESSMENT OF THE
HOSTILE INTELLIGENCE THREAT AND US COUNTERMEASURES

A11 contributions to this year's national assessment should be prepared as
new statements that stand aione and provide complete, current, and accurate
pictures of the subject addressed. They should not deal only with changes

that have occurred since the previous assessment. Graphics may be included if
they contribute to the clarity of the presentation.

As indicated on the schedule appended to these terms of reference, the
cut-off date for information and inputs to the assessment is 1 June 1987.
This should .make the information used as the basis for this year's assessment
as current as possible at the time of publication. Inputs can be updated
throughout the drafting process. Early submissions would be very much
appreciated. .

An executive summary of the assessment will be published separately. It
will contain principal findings and recommendations, as well as a status
report on the implementation of the principal findings of the following two
reports published in 1986: the President's Report to the Congress on the
Nation's Counterintelligence and Security Countermeasures Plans, Programs, and
Capabilities, dated September 1986; and the report of the Select Committee on
Intelligence of the United States Senate (SSCI) entitled Meeting the Espionage
Challenge: A Review of United States Counterintelligence and Security
-Programs, dated 7 October 1986.

I. OVERVIEW

A. Authority and Scope

This section will review the authority to conduct the assessment and
describe the assessment's scope and purpose.

B. Previous Assessment, President's Report, and SSCI Report

Please report on the status of principal issues and problems
highlighted in the previous assessment that apply to your organization. A
status report on the concerns reflected in the reports by the President and
the SSCI mentioned above will be compiled by this office. It will based on
inputs from the Interagency Group for Counterintelligence (IG/CI); the
Interagency Group for Countermeasures (Policy) [IG/CM(P)]; and the Interagency
Group for Countermeasures (Technical) [IG/CM(T)].

C. Principal Findings

This section will summarize the principal findings derived from the
sections which follow. It will describe succinctly the foreign intelligence
threat and measures taken or planned by US agencies with responsibilities in
the areas of counterintelligence and/or security countermeasures to neutralize
the activities of hostile intelligence services.

SECRET
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DRAFT AND PUBLICATION SCHEDULE
~ 1987 NATIONAL ASSESSMENT |
~ OF THE |

. HOSTILE INTELLIGENCE THREAT AND US COUNTERMEASURES

'

|

Draft TOR distributed © December 1986
TOR meeting and final TOR distribution  January 1987

|

Community inputs due - 1 Jun;e 1987
Initial draft out ‘ | 17 August 1987
-’Cbmmunity vcon‘1ments due : , 16 Septembier 1987 A
‘ Cobo’rdinati'on draft out : 2 'Octob%er_1987
Cbmmum‘ty comments due | 16 Octob%er 1987
Final draft out B : 2 November 1987
Pub1jcat16n : 30 Novembér 1987

!
|
|
UNCLASSIFIED |
J
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NOFORN- Not Releasable to Foreign Nationals
NOCONTRACT- Not Releasable to Contractors or
Contractor/Consultants

PROPIN- Caution-Proprietary Information Involved

ORCON- Dissemination and Extraction of Information
Controlled by Originator

REL.. .- This Information has been Authorized for
Release to. ..
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’ TOP SECRET

The Director of Central Intelligence

Washington, D.C. 20505

Intelligence Community Staff

DCI/ICS-86-0934
22 Nctober 1986

MEMORANDUM FOR: Distribution

25X1

FROM:

Director, Community Counterintelligence and
Security Countermeasures Staff

SUBJECT: Hostile Intelligence Services Threat and
United States Countermeasures

1. Forwarded herewith is the 1985 national assessment, "Hostile
Intelligence Services Threat and United States Countermeasures," prepared in
accordance with National Security Decision Directive No. 2 for the Assistant
to the President for National Security Affairs. The assessment was prepared
by the Community Counterintelligence and Security Countermeasures Staff
(CCISCMS) based on discussions and contributions from Intelligence Community
organizations. Because the report prepared by the President for the Congress
(due to be released soon) contains recommendations, they are not duplicated in
this year's assessment. (U)

2. Addressees are requested to return to the CCISCMS any copies of this
document no longer needed, in accordance with the notation on the title page.

(V)

25X1

Attachment:

25X1

25X1

TOP SECRET
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Distribution:

Mr. Morton I. Abramowitz
Director, Intelligence & Research
Rm. 6531, Department of State

Mr. Francis Corry
Bureau of Intelligence & Research
Rm. 8646, Department of State

Ms. Mary C. Lawton

Counsel for Intelligence Policy

Office of Intelligence Policy & Review
Rm. 6325, Dept. of Justice

Mr, James Geer
Assistant Director, Intelligence Division
Rm. 4026, Federal Bureau of Investigation

Mr. Douglas P. Mulholland

Special Assistant to the Secretary
(National Security)

Rm. 4324, Treasury Department

Mr. Donald C. Latham

Assistant Secretary of Defense (Command,
Control, Communications, & Intelligence)

Department of Defense

Rm. 3E172, Pentagon

Mr. Charles Hawkins, Jdr.

Deputy Assistant Secretary of
Defense (C3I)

Department of Defense

Rm. 30239, Pentagon

Mr. Craig Alderman, dJr.

Deputy Under Secretary for Policy
Department of Defense

Rm. 2E812, Pentagon

Mr. L. Britt Snider

Office of Deputy Under Secretary
for Policy

Department of Defense

Rm. 3C288, Pentagon

Mr. John F. Donnelly

O0ffice of the Deputy Under Secretary
for Policy

Department of Defense

Rm. 3C260, Pentagon

CONF IDENTIAL

CAPT Dean Sedgwick, USN
J-3

Joint Chiefs of Staff
Rm. 2B867, Pentagon

LTG William E. Odom, USA
Director, National Security Agency
Rm. 9A192, NSA

25X1

National Security Agency

Lt Gen Leonard H. Perroots, USAF
Director, Defense Intelligence Agency
Rm. 35258, Pentagon

Assistant Deputy Director for Estimates
Defense Intelligence Agency
B7-860 DIAC

Assistant Deputy Director for Scientific
and Technical Intelligence

Defense Intelligence Agency

B-7 212 DIAC

Chief, Counterintelligence Division
Defense Intelligence Agency
Rm. 2A532, Pentagon

LTG S. T. Weinstein, USA

Assistant Chief of Staff (Intelligence)
Department of the Army

Rm. 2E466, Pentagon

MG Harry E. Soyster, USA

Commanding General, Intelligence
& Security Command

Department of the Army

Rm. 129 Hgs Bldg, Arl. Hall Sta.

COL John G. Canyock, USA

Commander, Intelligence & Security
Command

Department of the Army

Bldg. 203-Stop 314

Washington Navy Yard
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COL Robert Lunt, USA
Commander, USA FCI Activity, INSCOM
Fort George G. Meade, MD 20775

LTC Arthur E. Schuler, USA

Chief, Counterintelligence Terrorism
Analysis Division

USA TAC

Bldg. 203-Stop 314

Washington Navy Yard

RADM W. 0. Studeman, USN
0SI, Department of the Navy
0P-009

Rm. 5C600, Pentagon

RADM Cathal L. Flynn, USN

Cdr. Naval Security & Investigative Cmd.

0P-009 SSO
Rm. 5B663, Pentagon

Mr. Lanny E. McCullah

Director of Counterintelligence
Rm. 328, Hq. NSIC

NIC-1 Bldg. Suitland

Maj Gen Schuyler Bissell, USAF
Assistant Chief of Staff AF/IN
Rm. 4A932, Pentagon

Brig Gen Paul H. Martin, USAF
Commander, Electronic Security Command
Department of the Air Force

(send via Banker)

Mr. Leon Banker

AF Office of Special Investigations/IVO
Bidg. P3

Bolling AFB 20332

Brig Gen Richard S. Beyea, Jr., USAF

Commander, Office of Special
Investigations

Rm. 2100, Bldg. 626

Bolling AFB 20332-6001

Mr. John J. Guenther

Special Assistant to the Director,
Intelligence Division

Headquarters Marine Corps

Rm. 3233, Federal Bldg. #2

Navy Annex

CONF IDENTIAL

Mr. Arnold Donahue
Chief, Intelligence Branch

National Security Division

Office of Management and Budget
Rm. 8215 New EOB

Mr. Louis Ritchie
0/Security
Department of Energy
DP-343.2 MSD 3-15
Germantown

Mr. Byron Jackson

Director, Office of Intelligence
Liaison

Rm. 6854 Main Commerce

25X1
Executive Director
Central Intelligence Agency
Rm. 7E12 Hgs.
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Deputy Director for Operations
Central Intelligence Agency
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25X1
Director, National Intelligence
Emergency Support Office
Central Intelligence Agency
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Chief, Counterintelligence Staff
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Directorate of Operations
Central Intelligence Agency
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Directorate of Operations
Central Intelligence Agency
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Fﬁenirallniﬁlllgﬁﬂﬁe Agency

Director of Security
Directorate of Administration
Central Intelligence Agency

Chief, Communications Security Division
Office of Communications

Directorate of Administration

Central Intelligence Agency

Mr. Richard J. Kerr
Deputy Director for Intelligence
Central Intelligence Agency

Rm. 7E47 Hgs.

Director of Scientific & Weapons
Research

Directorate of Intelligence

Central Intelligence Agency
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Chief, Technology Transfer
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Directorate of Intelligence
Central Intelligence Agency
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Chief, Foreign Intelligence Capabilities
Group

Directorate of Intelligence

Central Intelligence Agency
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CONFIDENTIAL

25X1
Chairman, DCT Committee on
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25X1
| 251
Executive Secretary 25X1
DCI Committee on Exchanges
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Deputy Director for Science &
Technology 25X1
Central Intelligence Agency
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Directorate of Science & Technology
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TOP SECRET

25X1

HOSTILE INTELLIGENCE SERVICES
THREAT AND UNITED STATES
COUNTERMEASURES (U)

A National Assessment
for the
National Security Council

Prepared by
Community Counterintelligence and Security
Countermeasures Staff

Intelligence Community Staff

September 1986

Please do not destroy this document.
When no longer needed, return to
CCISCMS/ICS, Rm. 1225, Ames Bldg.

29X1

TOP SECRET
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